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* To getacquanted w ih 1ssues around netw orkng and

m ob 1ty

* To understand varous approaches provdng solutons or
m obilke netw orkinhg

e To understand research Issues n the arra ofm obike
comm uniatons

* To mspie research n the arra ofm obik comm unitatons
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* Basxt know Edge ofcom putercom m unxratons

e Basi know kdge ofTCP/IP comm uniaton suie
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e Mmtoducton
* OSIModelW ak Thmugh m obilty rhted features)

* Mobiity M anagem entM echanism s O verwvew

- Mobike Pv4

* Mobik IPv4 NAT ttaversal
- IPv6 Essentals (m obilty rehted focus)
- Mobik Pv6

- Hentifier—- Locatorsplt
* Step asde Mtroduchg endponts
* Level3 Muld-hom ng Shm ProtcolorPve (SHIM6)
* Step asde mulbdaccess and ETF MEXT actwies
* Hostdentty ProtocolHIP)

- TransportLayerSolitons
* Focuson '™ gygrate”and SCTP

— Mobike Sockets proposals overview (a word on m obik agents)

- Sessbn LayerProposal

* Conclisons: Issues,Chalenges,W herre are we headng ©?
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Introduction
What is Mobility and What is Mobile?
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What is Mobility?

* There s no strctdefmion ofm obilty

* RFC 3344 "M obilty Supportfor Pv4”and RFC 3775
‘M obilty Supporth IPv6”m enton the folbw ng:

— Packetsm ay be rmouted to the m obik node usng this address
(Hom e Address) regardkess ofthe m obike node’'s currentpontof
attachm entto the htemet

— Fora node t© change Is pontofattachm entw thoutbshg is
ability to comm untat ...

Mobile device changes its point of attachment to the network
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Examples of What May be Mobile




Vision

* Mobilty 3 when som ething changes w 1h regard t©
netw orked obgcts

* M obilty supportis:

- Ifm obik resource ofany type changes is pontofattachm ent,
context, preferences, polces, and anythng else, whatcan be
change — this, resulls n adequate system reacton provdng
contnuous rrachabilty and com m uniaton contmuiy
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Key Issues Influencing Mobility Support

* Nam ng and addressng — whatto nam e and how (poth syntax and
sem antics). How to resole nam es and whatshould be the resultofnam e
resoluton.

* Dynam r bndngs — whih partofthe nam e is satic and whixh can change
(Locater— denttfierSplih). How t© keep consistency.

* Statte management— whih sate (par) nfom ation has t© be preserved
across a handover, em porarily disconnectons, netw ork outages,
delberate com m unication suspend/resum e actions, etc.

e Utlzaton ofnfom aton atallhyers (sub-hyers) ofthe stack — usefulfor
optm zatons and propercontrolofdynam x bnhdngs

* Mtermcton wih applcatons — revealng data from the stack to applcatons
kttng them t© have som e conttoloverthis data, and notifyng applicatons
aboutcriicalevents mkng phce nsde the stack

* Prtcolsupportforconsistentupdates of mvolved m m obility support
nodes
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Naming and Addressing: What to Name?

ericsson S
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Naming and Addressing: What to Name?

Static/Persistent Name vs. Dynamic/Changeable

htp:/ www com putercom fhateverdiectory/ fik htm 1

! ! ! !

Service Computer Directory Path File
Name Name Name Name
Static Static Dynamic Dynamic

Mapped to Mapped to
Port Number IP Address
Dynamic Dynamic

Think of two issues:
1. Naming and Addressing
2. Dynamic Bindings
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Naming and Addressing: Decoupling of Objects

* Decouplng ofnetworked obgcts kads to:
- Need ofpersistentnam e foreach '‘m ovabk” obgect

- Need ofcapability to dynam ally rebnhd persistentnam e © any
othernam e w 1ih the Iife-tim e shorter than the persstentnam e of
the obgct
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Dynamic Bundling of Names

1
1

Lover -1 Jover -1,
CLorer . I

d Layer N
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Example of State Preservation and Transfer

Session Establishment
(authentication and session state setup) Hello, it's me, Bob

< Hi, how are you doing >
Communication
(state update) Bla1, Bla2, Bla3, ..... Bla1372 >
« Oj1, 0j2, 0j3, ...., 0j1973
Communication Interruption (Preserve/Save
and Possibly Transfer current state) Suspend Phase
Communication restored
(re-authentication) Hi, its me again
< - >
Communication Continued
(state update) Bla1373, Bla1374. Bla1375, ... >

0j1974, 0j1975, 0j1976, ....

<
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S tate Management

* Queston:W hith networked obgectdo we m ean and what
com prises 1Is state?
- M ovng a devie w ih one nterface
- Movng one nterflace on a device w ih m ultpke nterfaces
- M ovng an applcaton
- Movng a content

- M oving a userbetween devices
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Utilization of Information at All Layers

* Imn porantforvarous optim zatons durng a handover

A handover s gong t be perform ed t© an nterface w ih poorer
charmcternstcs. TCP tm ers can be handkd accordngly

TCP experences packetbss rghtaflerhandover. There is no
need to trgger “standard” TC P recovery m echanism s.

Retransm ssons can be rggered mm edately, due t© the known
reason ofpacketlss

Assum e an applcaton has know Bdge aboutavaibbk nterfaces
and decdes to m ove 1s fow (s) between them .TCP can be
nstmucted aboutadequate behavor

Any other deas?
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Interaction with Applications

e Notoficatons to applcatons from the stack can kad t©
varous perform ance optm zatons, Drexampk:

Ifsystem prepares to perform handover, an applicaton can use 1
as “stop sendng daa” nstructon n orderto r=duce num berof
bstpackets durng handover

IfTCP socketis gong © be cbsed due to the tm e-out, an
applcaton can use itas o notpant, preserwe sate” nstucton

Assum e there s a system supportorre-openng ofa socket
aflertm e-out, then an applcaton can use itas ‘“restor state
and contnue the sesson” nstructon.

Any other deas?
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Protocol Support

* How t© keep consistency aflerchanges have aken phce?

— 1P address change

— Portnum berchange

- Interface characterstcs change

- Sexwxe move (decouplng ofservice and content)
— Contentm ove

— Userm ove
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What is Mobility?

Questions and Discussions

11/17/08



Open Systems and Open Systems
Interconnection




Open Systems: OS| Definition

* The ttm Open System s hterxconnecton © SI) qualifes
standards rthe exchange of mfom aton am ong system s
thatare "open” to one another orthis purmpose by vrue of
theirm utualuse ofthe applcabk standards ***

*** Information Technology Open Systems Interconnection — Basic Reference Model:
The Basic Model. iso_iec 7498-1.txt

T o c<<on S



Open Communication Systems - Design Approach

* Layered archiecture
* Defmion offunctons foreach hyer (serwxre definion)

* Defnion ofnterconnecton miks between hyers
@ddressng, m ultpExng)

* Defmion ofprotocol(s) oreach hyer
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Open Systems: OS| Layers

« Naming & Addressing

Addressing ~ Scope
Layer 7 Service to layer Nsetvice access point) - Semantc
(application) - Lifetme
ocol with peer layer N — BundIng polcy

 Service Definition
- Functonaldefniion ofwhatserwwies

are provided

Laver 1 Service to layer N-1  Protocol specification
(p:;:it;al) - Fom atofPDU
- Sem antics offirds

- Albwabk sequence ofPDU

ericsson S
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Open Systems: PDU Formation

Layer 7 -
(applica’rion) Application Payload
L N-1 Header l L6 Header Application Payload

Layer N LN Header L N-1 Header‘ L6 Header Application Payload
_ L 2 Header ...| LN Header | L N-1Header l L6 Header | Application Payload

Layer 1
(physical)

11/17/08

ericsson S

yuri.ismailov@ericsson.com




Open Systems: Sub-layering

Layerserwice is the serwice,which can notbe bypassed.

Sub-kyerservice m ay be bypassed and m ay notbe m andatory for m pem entation

. F

Layer N (Sub-Layer)

Layer N (Sub-Layer)
Layer N (Sub-Layer

4 Layer N (Sub-Layer
Layer N (Sub-Layer)

Layer N (Sub-Layer)

mal set of functions introduced to adjacent layers
Layer N-1
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Invocation of a Sublayer Functions

* Questons w ih rrgard t© ntroducton ofsub-hyers
— W hatis used to dentfy fow s /packets?

- How 1 provde an oderofsub-byers functions executon?

- How © provde an orderofsub-hyers functons executon per
application /per fow ?

- How © provde a differentsubsetofsub-hyers functons per
applcaton /per fow ?

- How to change a setofsub-hyer functons durng mun-tim e, 1e.
oractwe fow s?

- How to appl propersubsetofsub-hyers lunctons t© ncom ng
packets

- TP sub-hyers:whatis the ok oftadionalrmutng @bk?
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Invocation of a Sublayer Functions

O derContmol
(Who is the Manager?)
Central (perdevice)?
PerApplicaton?
PerFbw?

O der
M anagem ent

Ordering Function e

Layer 1
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Invocation of Sublayer Functions

NN ° Fach applicaton creates a

EREENETIEEENE cccard omerng fincton

- _ * An orderofsub-byers

T nvocaton ateach hyeris
L I specifed atthe creaton tm e of

dedxated orderng functon

—— * Forgenerc m obilty purmposes
L change ofsub-hyers functons
ETTEE—— and therordershould be

I s supported

| tayerNt

Layer 1
... Emcssong



TCP/P Stack: Invocation of Sub-Layers (1)

* XFRM (Transfom er) 1s a netw ork program m ng
fram ew ork nclided m Lnux snce kemelverson 2 .5

— The dea s © be abk t© m odify the path ofpackets through the
netw orkng stack based on som e polces.The fram ew ork,
orgnally desyned © mpkm entIPsec, has hterbeen used for

the M obike IPv6 m pkm entaton 1]

— Lateron suggested to use the XFRM fram ework as a base for
SHM 6 mpkmentaton ¥

1] “Pv6 IPsec and M obik IPv6 m pkm entaton ofLnux”. KazunoriM IYAZAW A,
M asahide NAKAMURA .Proceedngs ofthe Lihux Sym posum ,Voluim e Two, July 21th-
24th,2004,0 tawa,Ontaro, Canada

2] “Impkmentng SHIM 6 Usnng the Lnux XFRM Fram ework”. S€basten Ban€,0 lver

Bonaventure .Routhg n NextG eneration W orkshop,M adrd (Span) - 13-14 Decem ber
2007.
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TCP/P Stack: Invocation of Sub-Layers (2)

« XFRM packet processing is based on the policies database

- A polcy ism ade ofa sekectot!, a directbn, an acton and a
tem phte

- The polcy s appled t© a packetifitm atches the sekectorand s
fow ng n the drecton ofthatpolcy (mbound oroutbound)

— The sekctorm echansm albws one © use the addresses, ports,
address fam 1y and protocolnum beras felds orthe m atthng

- Ifa packetm atthes a gwven polcy. In thatcase the empht
used to geta descrpton ofthe tansfom atons needed orthat

knd ofpacket, and kads t© an acton © be appled orthe
packet

1] “Security Archiecture orP”.S .Kentt K.Seo. IETF RFC 4301
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TCPAP Stack: Invocation of Sub-Layers

ipv6_route_output

2o ot R original_dst

xfrm_templ_resolve |

xfrm_bundle_create /
XXX_output

T | >
|_>o .l XXX_output
|—>—> XXX_output

ericsson S
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TCP/IP Stack: Invocation of Sub-Layers (3)

ipv6_route_output

o — <>

xfrm_lookup

CED> — =
xfrm_templ_resolve L xfrm_policy JOEEE P~ ___N

xfrm_bundle_create

_output

XXX_output

|—> _> XXX _output
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Open Systems: Multiplexing

Mulipkxhg /Demulipkxihg Is an In portantdesin
fature of hyerrd archiecture.

Mulpkexng applcabk atany hyer.
Upward m ultibexng
Downward m ulipexng
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Open Systems: Multiplexing

Iokexing based on SAP diversity ata sihgk hyer MulpExng based on functonal byerdwversiy

Layer N+1 Layer N+1 Layer N+1

Layer N-1

Layer N-1 Layer N-1
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Invocation of Layers at Each Level

Application
Layer N+1 ‘ Layer N+1,
Layer N Layer N,
Layer N-1. Layer N-1,

__‘9»__

<
o> T

e Questons:

— W hatis the m echanism of hvokhg diferenthyers ateach kveln the cunentTCP /P
downw ards?

- W hatis the m echanism of hvokhg diferent byers ateach kveln the cunentTCP /P
upw ards?
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Open Systems: Multiplexing

Downwards

— Shared by the setof hyers
structure filed n by a
creatorofthe whok or
partalpath.

- Amulpkexngmechanism
mpkmented ata separate
byer— need for
unam byuous soluton.

* Upwards

Ferlds n protocolheaderdescrbng
the upper Byerreceverprotocoland
1Is SAP name.

These felds albw © provde

unam bguous m appnhg ofPDU t©
correspondentshared structure n
orderto rrach approprate endpont

Ifm ulpExng done based on SAP
diversiy then only fed wih SAP
nam e s enough.

Ifm ulip Exng based on protocol
diversity then only nextprotocolfed
enough.

In the m ostgenertc case both fields
shoud be present

11/17/08 yuri.ismailov@ericsson.com ERICSSON ’



TCPAP Protocol Stack: Mapping onto OSI SAP

[TP,POP,FTP, TELNET,VDEO AUDD STREAM I
Application

AP PortNum bers
10 64K
- - IP Addresses

s2e 020
V4 0 -2%2%-1)
hterface Nam e
ethO, ppp1.s2,..

Ether ,WLAN , PPP

T o c<<on S



TCPAP Protocol Stack: Mapping onto OS| Multiplexing

Downwards

Application
SocketStmucture ‘
PortNum ber

ProtocolFam ily

Routing Tabk

eth0,eth1,ppp?2, sl

T o c<<on S

Upwards

L]

PortNum ber

No NextProtocol? 77

NextPrmtocol

NextPmtocol



Internet Architecture Highlights

e I'ixed Nfiastucture (opobgy)

e TP address dstrbuton is done n centralzed way and they
(IP addresses)bebng © nfrastucture.

* Nam e resoluton 13 a centraly m anaged functon

e Topobgralcorrecthess ofIP addresses s the key for
conectiunctonng ofIP outng.
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R eferences

W illam Stalings.'Data and Com puterComm unicatons”, 5% edion, ISBN 0-13-
571274-2. Chapter1b)
* DoughsE.Comer. ComputerNetworks and htemets”, SBN 0-13-239070-1.
Chapters 10,12)
* SO Standard.“fom aton Processhg System s -0 SIReference M odel-The
Basic M odel™.
htp /AWww acm org/siycomm /Standards/iso_stdsOSIMODEL/SO_TEC_7498-1T
* SO Standard.'Wpen System s hterconnecton -Basit Reference M odel: Nam ng

and Addressng”.
htp /AAww acm org/sigcomm /Standards/iso_stdsOSIMODEL/SO_TEC_7498-3 T
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Open Systems

Questions and Discussions
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Mobility Management Solutions
(Impact on the TCPAP stack)




Mobility Management Solutions S pace

* Bebw TransportLayerSoltons

- Mobike Pv4

- IPv6 Essentals

- M obik IPv6

- Proxy M obik IPv6

- Shm 6

- Mobie IPve + MEXT M obike EXTensbns)
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Mobile IPv4
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Mobile IPv4 (MIPV4)

* Motwaton
— The node m ustchange is IP address whenever tchanges is
pontofattachm ent or

— hostspecifc routes m ustbe propagated throughoutm uch ofthe
htemetrutng Abrc.

e Both ofthese alematwes are offten unacceptabk. The
firstm akes £ m possb ke fora node to m antan tansport
and hgher-hyerconnectons when the node changes
bcaton. The second has obvous and severe scalng
problkem s
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MIPv4: Approach

e Approach RFC 3344)

- YA new, scabbk,mechanism s required foraccomm odatng
node m obilty w thn the mtemet. This docum entdefmnes such a
m echansm ,whixh enabks nodes t© change therpontot
attachm entto the htemetw thoutchangng ther IP address.”
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MIPv4: New Architectural Entities

e Mobik Node

— A hostormuterthatchanges is pontofattachm entfrom one network
or sub-network to another. A m obik node m ay change is bcaton
w thoutchangng is IP address; tm ay continue to comm unitat w ih
other htemetnodes atany bcaton usng is (constant) IP address,
assum g Ink-bByerconnectwiy t© a ponhtofattachm entis avaibbk.

* Hom e Agent

— A muteron a m obilk node’s hom e network which tunnel datagram s
ordelvery © the m oblk node when tis away from hom e, and
mant@ans current bcaton nfom aton orthe m obik node.

* Forryn Agent

— A routeron a m oblk node’s visied netw ork whxh provdes routng
serwles © the m obik node whik registered. The oreggn agentde-
tunnels and delvers datagram s © the m obik node thatwere unnekd
by the m obik node s hom e agent. Fordatagram s sentby a m obike

node, the regn agentm ay sere as a defaultmuter orregisterd
m obik nodes.
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MIPv4: IP Addresses Assigned to a Mobile Node

* Home IP Address
— Long tem assynm ent.
- Topobgxrally bebngs to the hom e netw ork.
— Can be statrcalym apped ©© FQ DN and resoied through DN S .

* Carr-of-Address (CoA)
— Shorttem assynm ent
- Topobgxrally bebngs t© the visied netw ork

— Two types ofCarr-of-fAddresses:

* Foregn AgentCare-of-Address
* Colbcated Car-of-Address
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MIPv4: Operation with Foreign Agent

epted by home agent and is tunneled to the ca address.

HA

Oram is de-tunneled and delivered to the m

=

v

—0@—

le node arrives on home network via stafidard IP routing

For d

CN

~

sent by the mobile node, standard IP routing delivers e o its destination.

MN

T o c<<on S



MIPv4: Operation with Collocated CoA
epted by home agent and is tunneled fo the ca address. e Sataaram is de-tunneled in the mobile n

HA
v

MN

—0—

le node arrives on home network via stapdard IP routing

CN

ericsson S
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MIPv4: Operation Procedures

* AgentD iscovery

* AgentAdvertilsem ent
e AgentSolciaton

* Movem entDetecton
* Registraton

* Tunnelng
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MIPv4: Registration

* Mamn katures:
- Requestfomw ardng serwies when visiing a O©regn netw ork.
- Inform therxrhom e agentofthercurrentcare-ofaddress.
- Renew a r=gisttaton which s due to expie.
- De-regsterwhen they retum hom e.

e Optonalfatures:
— D Iscover s hom e address, ifthe m obik node s notconfgured
w 1h thls nfom aton.
- Mantan mulpk smulaneous regsttatons, so thata copy of
each datagram w illbe tunnekd © each actwe care-ofaddress.

- De-regsterspecitc carr-ofaddresses whike rr@anhng other
m obility bndngs.

— D iscoverthe address ofa hom e agentifthe m obik node is not
confgured w 1h thils nfom aton
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MIPv4: Layered Model View

e Accordihg t© PDU Fom aton and RFC 2003 “P Encapsubhton wihn IP”one
can conclude thatM IPv4 s the hyerbebw P hyer.

PDU Fom aton: Outer IP Header = IP Header IP Payload

SAP Names and M ulbkexng:

* Use ofthe same SAP nam es syntax and sem antics as above
* Lietme ofnames atM P4 hyeris bnger
* Bundlng polcy ofnames s differentfirom P hyer
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MIPv4: Layered Model View (Initial Design)

D ider |
MIPv4 Sublayer
A

a

HoA Confgurd

@

Defaukrmwute
pontsto M P
hterface

v
Ener i

11/17/08
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M ore than one nterface ofthe
hyghestprorty m pkm ented
through routng @bk

m ultp Exng capabilites

M IP adds m ulo-hom ng feature
by nature

In a m uld-hom ed device an
applcation m ay choose
another, notM IP nterface for
sendng data

Ifmulpk sm 1Br functons
have t© be appled, then each
subhyerm ustbe aware ofis
successor
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MIPv4: Layered Model View (Currently Possible Design)

* Much ckanerdesyn

* Tokrates applcaton of
m ulpk functons due t© the
nhtoducton ofpolcEes
controled functon orderng

* Routng @bk has © be
quered once,whixh has
ckanernam es sem antcs

* May kad to ambguity 1t
m ore than one functon
requies defaultapplcatons
bndng

11/17/08
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Packethspecton

Pv4 Sublayer

Defaultroute
ponts oM P
hterface

&
e -

HoA Confgurd
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MIPv4: NAT Traversal

PDU Format:

Outer IP Header UDP Header MIP Ext Header IP Header IP Payload

e NAT albw s outgong taffic, whixh m akes registtation possb ke ushg
IP nUDP encapsubkton

* UDP wellknown port434

* Reverse tunnelng should be used because therr 8 no requrem ent
on CN © mpkmentM IP

* Keep alve ntervalis setpreventng outerNAT UDP portto tm eout
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MIPv4: NAT Traversal (Stack Projection)

Outer IP Header UDP Header MIP Ext Header IP Header IP Payload

M ulbdoexhg on assigned num bers for
the nextprotocolfied

Application JMIPv4 User Space
Port Number = 434

Next Protocol = 17

Next Protocol = 4

ericsson S
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MIPv4: NAT Traversal (Session Continuity)

BEEEN  HA IP, MN CoA

MIP Ext Header

HA-434, MN-Port CN IP, MN HoA IP Payload

HA IP, NAT IP HA-434, NAT-Port  MIP Ext Header  CN IP, MN HoA IP Payload

Private
IPv4

HA IP, MN CoA CN IP, MN HoA IP Payload
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MIPv4: NAT Traversal (Session Continuity)

* Themove from behhd a NAT has t© be recognized
e Looks Ike thatthere willbe no m pacton mbound taffic

Application JllMIPv4 User Space

p— IP Layer

Routing
4

* Outbound traffic processng has t© be changed

MIPv4 Sublayer

* Usng XFRM fram eworkm eans changng ofpolces

ericsson S
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MIPv4: References
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(NAT)Devices”, ETF RFC 3519,April2003, hitp /v ww etforgAftAt3519 xt

e P.Cahoun,C .Perkins.Mobike IP Network Access dentiferE xtension orPv4”,
ETF RFC 2794,M arch 2000, htp /Ay ww tforg /e /fc2794 txt
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IPv6 Essentials

* Expanded Addressng C apabilites

* HeaderFom atS m plificaton
- Som e IPv4 header feds have been dropped orm ade optonal,

o reduce the com m on-case processng costofpackethandng
and © Im 1t the bandw dth costofthe IPv6 header

e Im proved SupportorExtensons and O ptons
* FFbw Labelng C apabilty
e Authentrcaton and Prwvacy C apabilites
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IPv6 Essentials: Header Format

Version Traffic Class Flow Label

Payload Length Next Header Hop Limit

Source Address

Destination Address

* Jpbithtemetprotocolversibon num ber=6
* 8-bittaffic chss firld
e 20-bitfow hbel

* Length ofthe IPv6 paybad, 1ie., the restofthe packetfolow ng this IPv6 header,
n ocets.

e 8-bisekctor. dentifes the type ofheadermmediattly ©lbow ng the IPv6 header
* Decrmented by 1 by each node thatforw ards the packet

11/17/08 yuri.ismailov@ericsson.com ERICSSON ’



IPv6 Essentials

* Expanded Addressng Capabilites

* HeaderFom atS m plificaton

e Im proved SupportorExtensons and O ptons
* FFbw Labelng C apabilty

e Authenticaton and Prwvacy C apabilites
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IPvé Essentials: Extensions and Options

* A ullmpkmentaton ofIPv6 ncluides mpkm entaton of
the folbw ng extenson headers:

Hop-by-Hop O ptons

Destmaton O ptons

R outng

Fragm ent

Authenticaton (notdefmed by REFC 2460)

Encapsubtng Securitty Paybad hotdefmed by RFC 2460)

* Inporant!Each extenson headershould occuratm ost
once
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IPvé Essentials: Routing Extension Header

Next Header Header Ext Len Routing Type=0

Segments Left

Reserved

Address[1]

Address[2]

Address[n]

header

the first8 octets

visied before rraching the fnaldestmaton
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NextHeader dentifes the type ofheadermm ediattely ©low ng the Routng
HeaderExtLen s the Bngth ofthe outinhg headern 8 -octetunis notncludng

Segm ents Left is the num berofexplcily Iisted ntem ediate nodes stllto be




IPvé6: Routing Extension Header

V6 Host
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IPvé6: Routing Header Stack View

Next Header

Header Ext Len Routing Type=0 Segments Left

Reserved

Address[1]

Address[2]

Address[n]

Assum e thatn the phce ofaddresses we w illspeciy the sam e address and tw illbe
a destmaton address, then the packetw illtraverse the stack n the olow g way

IP Layer

11/17/08

- Does this rem nd som ething?
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IPvé6: Routing Header Deprecation

* The severty ofthis threats consdered © be sufftentto warmant

deprecaton ofRHO entirely. A sde effects thatthis also elm nates
benyn RHO0 use-cases; however, such applcatonsm ay be
faciitated by uture Routng Header specifcatons.

An IPv6 node thatrecewes a packetw 1th a destmaton address
assyned to itand thatcontams an RHO extenson headerMUST
NO T execute the algorithm specifed n the htterpartofSecton 4 4
of RFC2460]orRHO.

Instead, such packets MUST be processed accordng t the
behavorspeciied n Secton 4 4 of RFC 2460 ] fora datagram that
nclides an unrecognized Routng Type value

RFC 5095 ‘“Deprecaton ofType 0 Routng Headers n IPv6”
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IPv6: Destination Options

Destination Options Header Format

Next Header

Header Ext Len

Options

Type-Length-Value (TLV) Options Format

Option Type

Option Len

* The sequence ofoptons w thh a headerm ustbe processed strctly 1 the
orderthey appear n the header; a recewverm ustnot, Oorexam pk, scan
through the header boking fora partcubrknd of opton and process
thatopton prorto processng allprecedng ones.

* Each extenson headershould occuratm ostonce, exceptorthe
Destmaton O ptons headerwhich should occuratm osttw e (once before
a Routinhg headerand once before the upper-byerheader).
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IPvé6: Destination Options Header Stack View

IPv6 Header; Next=DstOpt| DstOpt (Next=TCP) OptN TCP Header + Payload

Routing Does this rem nd som ethng?
Table

h

 Queston:

— Is thatpossbk t© use Destmation O ptons protcolfed and t© provde
supportform obilty?

- Ifno,why?

ericsson S
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IPv6: References

e S.Deerng,R .Hnden. MmtemetProtocol, Verson 6 (IPv6)
Speciicaton”, ETF RFC 2460,December 1998

e J.Abky, P.Savolh,G .Nevile-Neil ‘Deprcaton ofType 0
Routhg Headers m IPv6”, ETEF RFC 5095, December
2007

e R.Draves. DefaultAddress Sekcton orhtemetP rotocol
verson 6 (pve)”. ETF RFC 3484, Febmary 2003
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Mobile IP Version 6 (MIPv6)

e Motwaton 13 the sam e as forM IPv4
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MIPv6: Differences to MIPv4

* Ther s noneed o depby specialmuters as "oregn agents”,as n M obike Pv4. M obik Pv6
operates n any bcation w thoutany specalsupportrequirred from the bcalmuter.

* Supportormute optm zaton is a fundam entalpartofthe protocol, mtherthan a nonstandard setof
extensibns.

* Mobik Pv6 mute optin Zzation can operate securely even w thoutpre -armanged securiy associhtons.
Tt is expected thatroute optin Zaton can be depbyed on a gbbalscak between allm obik nodes and
correspondentnodes.

* Supporti alko ntegrated nto M obik Pvé foralbow ng oute optin zaton © coexistefficently w ih
muters thatperfom "ngress fitlerng”

* The IPv6 NeghborUnreachability Detection assures symm etric reachability between the m obik node
and is defaulkmutern the cunent bcaton.

* Mostpackets sentto a m obik node whik away from hom e In M obik IPv6 are sentusihg an IPvé
outnhg headermatherthan IP encapsukton, rrducihg the am ountofresuling overhead com pared t©
M obike Pv4.

* Mobik Pv6 s decoupkd from any partcubrink hyer, as ftuses IPvé NeghborD iscovery [12 ] hstead
ofARP. This also m proves the mobustess ofthe protocol

* The use ofIPv6 encapsuhton (@and the mouting header) rem oves the need n M obik IPv6 t© m anage
"wnnelsoftstate”.

* The dynam it hom e agentaddress discoverym echanism 1 M obik PPvb rrtums a shgk r=ply to the
m obik node. The diected broadcastapproach used n IPv4 retums separate reples from each hom e
agent.
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MIPv6: Bidirectional Tunneling Mode

* Bdrectonaltunnelng does notreque M obike IPv6 support from

the correspondentnode and 1 avaikbk even ifthe m obik node has
notregsterrd s cunrentbndng w ih the conrespondentnode.

epted by home agent and is tunneled to the ¢ address.
P Y J | 46 eMr'am is de-tunneled in the mobile nc

HA
v

MN
Outer IP Header IP Header IP Payload

le node arrives on home network via stafidard IP routing

IP Header IP Payload

11/17/08
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MIPv6: Route Optimization Mode

e "Route Optm Zzaton”"m ode requres the m obik node t©
regster s currentbndng atthe conespondentnode.
Packets from the correspondentnode can be routed
directly to the care-ofaddress ofthe m obik node. W hen
sendhg a packetto any Iovbe destmaton, the
correspondentnode checks 1s cached bndmngs foran
entry forthe packets destnaton address. Ifa cached
bndng ortis desthaton address 15 ound, the node
uses a new type ofIPvé routng headerto route the
packetto the m obik node by way ofthe care-ofaddress

fhditated n this bhdig
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MIPv6: Route Optimization Mode

* New Type ofRoutmg Header

* New IPv6 "Hom e Address” destmaton opton t© carry s hom e
address. The nclusobn ofhom e addresses n these packets m akes
the use ofthe carr-ofaddress transparentabove the netw ork hyer

* Mobik IPv6 deflnes a new Pvb protocol, usng the M obility Header.
This Header s used to carry the olow ng m essages:

- Home Testhhic
— Hom e Test

- Car-ofTesthhi
- Car-ofTest

* These fourm essages are used © perfom the retum rutabilty procedure
from the m obik node © a correspondentnode. This ensures
authorizaton ofsubsequentB ndng Updates
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MIPvé6: Routing Header (Type 2)

Routing Header (Type 2) Format

Next Header

Header Len

MH Type

Segments Left

Reserved

Home Address

* Once the packetamrwves atthe carr-ofaddress, the m obike
node retreves is hom e address from the routng header,
and this s used as the fmaldestnaton address forthe

packet

Routihg based on HOA  —pp

11/17/08

L e

) R_‘c_n;; 9‘_ Routng based on CoA
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MIPv6: HoA Destination Option

e Ttisused m a packetsentby amobike node whik away from hom e,
o nfom the recpentofthe m obik node’s hom e address

* Standard TILV fom atw ihnh the destmaton options header

* Foreach IPv6 packetheader, the Home Address Opton MUST
NO T appearm ore than once

* The Home Address opton MUST be phced as olbw s:

- Aflerthe mouting header, ifthatheader s present
- Befor the Fragm entHeader, ifthatheaderis present

HoA Desthation O pton Fom at

Option Type Option Len Home Address
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MIPv6 Mobility Header

Mobility Header Format

Next Head
(pasr:,ad Sﬁofgco,) Header Len MH Type Reserved
Checksum
i Message Data |

Ipv6 Header Mobility IP Header | IP Payload

ﬂﬂo/
CoTl

CoT
9

HoT

ericsson S
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MIPv6: Why Secure BU in RO Mode

e The BRU orders the recewvert send taffic to a different 1P
address (e g.packets ntended raddress X should be
sentto Y)

e Attackers can:

- Diecta M N'’s traffic ©© them selves (stealtraffic)

- DIrrcta M N's traffic som ew here else Bom bng attacks)

- Denya MN from communitatng wih othernodes (DoS attacks).
- More attacks are possb k.
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MIPv6: Control and Data Messages

* Synalngmessages forRetum Rouabilty Procedure, Bndnng Updates, etc.

Ipv6 Header Mobility IP Header | IP Payload

* Data Messages from M obik

Ipv6 Header DstOpt (HoA) IP Payload

* Data Messages to M obike

Ipv6 Header Routing Header (2) | IP Payload
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MIPv6: References

* D.Johnson,C .Perkns,J.Arkko ‘M obility Supportn
ove”. ETEF RFC3775,June 2004

* A.Patel,K.Leung,M .Khalil,H .Akhtar, K .Chowdhury
‘M obi1k Node dentuferO pton forM obike IPve (M IPv6)”.
ETEF RFC 4283 ,Novem ber2005
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Proxy MIPvé (PMIPv6)
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Client vs. Network Initiated Handover

* MIPv6 and M IPv4 are typrralexam pks ofclentnimted handover

— A clenthas to detectm ovem ent

- A clentstarts procedure to ensure delivery ofsubsequentpackets t a new
Care-of-Address

— This s alo calkd BrakBeforeM ake BBM )

* FExampk ofnetwork hitated handover s tadionalTe kcom
netw ork

- A clentreports sgnalsttength and visbke RBS up t© the network

— The network through Radpo Resource M anagem entsupport usng
sophisticated algorithm s decdes which RBS the clenthas to be connected t©

— The network sends comm ands © the clentto perform handover
- This s alkocalkdMake-Before-Break (MBB)

MIPv4 & M IPv6 can perform M BB aswellifa clentis capabk ofm antanng
sin ulaneous connectwiy © both netw orks
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Global vs Local Mobility Support

* LocalM obilty

— LocalM obilty is m obility overan access network. Note that
alhough the arra ofnetw ork opobgy overw hih the m obik
node m oves m ay be restrcted, the actualgeographt area could
be quir hrge,dependng on the m appng between the network
topobgy and the w reEss coverage area

* L.ocalzed M obility M anagem ent

- Localzed M obilty M anagem entis a generc tem orany
protocolthatm antans the IP connectviy and reachability ofa
m obik node orpumoses ofm antanng sessbon contmuiy when
the m obike node m oves, and whose sgnalng s confmed © an
access netw ork

11/17/08 yuri.ismailov@ericsson.com ERICSSON ’



Global vs Local Mobility Support: Scope

Access Network Access Network
Gateway Gateway

Access Router Access Router Access Router

Access Access Access Access Access
Point Point Point Point Point

11/17/08 yuri.ismailov@ericsson.com



Local Mobility: Problem S tatement

e Update Btency. Ifthe gbbalm obilty anchorpohtand/orconespondentnode (or
route -optm zed traffic) is atsom e distance from the m obik node’s access
netw ork, the gbbalm obilty update m ay require a consderabk am ountoftm e.
Durng this tm e, packets conthue t© be rmuted t© the od tem porary bcaladdress
and are essentially dropped

* Siynalng overhead. The am ountofsynalng required when a m obik node
m oves from one hsthop Ink to anothercan be quie extensie, ncldng allthe
synalng requied t© confgure an P address on the new Ink and gbbalm obility
protocolsygnalng back nto the netw ork orchanging the pem anentto tem porary
bcaladdress m appng. The sgnalng volum e m ay negatwely m pactw rekss
bandw dth usage and raltm e sexwice perfom ance.

* Locaton privacy. The change n tem porary bcaladdress as the m obik node
m oves exposes the m obik node s topobgial bcation © correspondents and
potentally t© eavesdroppers. An attackerthatcan assem bk a m appng between
subnetprefixes I the m obik node’s access netw ork and geographial bcatons
can detem ne exactly where the m obike node 15 bcated. This can expose the
m obik node’s userto threats on thexr bcaton prvacy
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PMIPv6: Terminology

ed hthe MN’s LMA .The MN confgurégﬁglﬂgﬁi@ﬁﬁggﬁ%ﬂ%)s from this prefk. Ifthe MN connects t the PM IPv6 Dom an through m ulbke hte
The hom e agentorthe MN h the PM IPPvé Dom an./ts the topological anchor point for the MNs HNP and i's t

3 LMAA
1agem entfora MN i handled by the PM IPv6 pro¥pcol It ncpgigs L IPv4-LMAA

\

AY
A \
\Y
PMIPv6 Prg)ey\-CoAz, IPg3-Proxy-CoA,
IV\ \" The\\LM‘A views thf addiess as the CoA ofthe MN and rgisters itn the BC entry ©
by

[ \v”}
Domain e
the access Ink and o

1ccess Ink. s responsbke fortacking the MN s m ove the MN’sLMA .

ulti-nomed MN
A MN thatconnects to the PM PPv6 dom ah sin ulaneously through m ulipe nted
M\
A \ s N\

Loy bl

dualm ode . kis notrequird to partbf@hlté"ﬁpanym ob Ry (MNEHNRYnalng foran P address obtaned n the PM PPv6 dom an.
The hom e address oftife MN in @ PMIPv6 Domain . I's an address from is hom e netw ork prefix obtaihed by a M

'¥*=Mobile Node Identifier (MAN-ID)
“="The dentty ofa MN i the PM IPv6 Dom ah (€ .g.NALMAC addmess).
 network ensures thatthe MN alvays sees this Ink, w ih resgto the Byer3 network confguration, on any access Ink thatitattaches to n the PM T

MN Interface Identifier (MN-Interface-ID)
Hdentifes a given hterface ofthe MN .Could be based on a Byer2 D, ffpresent. M ay be genermated by the MN and ¢
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PMIPv6: Architecture

Proxy-CoA, Proxy-CoA,

, <—— MN-HoA

LMA
<—— LMAA
IPv4/IPv6
Network

PMIPv6 Functional Entities

= LMA main functionality:
— Responsible for maintaining the MN’s reachability state (i.e. binding between HNP and Proxy-CoA).
— The topological anchor point for the MN’s home network prefix.

= MAG main functionality:
— Performs mobility management on behalf of the MN.
Resides on the access link where the MN is anchored.

Responsible for detecting the MN’s movement to and from the access link.
Sends binding registrations (PBU) to the MN'’s LMA.
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PMIPv6: Signaling Flow

1. MN enters the PM IPv6 dom ah and attaches to an access Ink.A
hyer2 access authenticaton, which m ay nclide the MN -D , is
done (the exactpmcedurr I access Ink specific and outside the
scope ofthe PM IPv6 specificaton).

2. MAG acquie MN's polcy profie (nclMN -D ) ushg orinstance
— Dhameter
— Pre-confgured nfom atbn h the MAG
— Some other, proprefary, soliton.
MAG detem e ifMN is authorized fornetworkbased IP m obiliy
m anagem entsewie.

1. Establshm entofa Security Association between the MAG and

the LM A can be done eiher:
— Dynam ally (usihg KEv2),or
— Statically ushg a pre-confgured SA .

2. MAG sends PRU to the IMA
— ILMA establishes a bidirctonaltunnelto the MAG .

— LMA crates BC entry orthe MN’s HNP and sets up a mute Prthe prefix over
the tunnel

3. IMA sends PBA to the MAG
— MAG establishes bidirctbnaltunnelto the LM A .
— Sets up the data path orthe MN s data taffic.
4, Bidiectbnaltunnel (P -n-IP,RFC 2473) forthe MN'’s data traffic
established between the MAG and the IMA .

" PMIPv6
Y\ Domain
(U

5. MAG sends RA advertisihg the MN s HN P and otherconfiguraton W hen a MN changes MAG w ihn the PM IPv6 dom an
nfom aton the network ensures thatthe sam e HNP is advertsed
— The MN willattem ptto confgure is hterface, etherushg statekess orstatefil on the Inkwhere the MN is curently attached. ie. the
address confgurmton.As a resultthe MN willend up w ith an address from is network ensures thatthe MN beleves i alv ays on
e the sam e Ink wher tobtahed is hikladdress
confguraton.
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PMIPv6: Stack Impact

* Any deas?
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PMIPv6: References

e FEdiorJ.Kempf'™WNETLMM PrbkEm Stattment’.
nfom atonallETF REFC 4830 ,Apxril2007

e K.Leung,V.Devarmpali,K.Chowdhury, B .Patl‘Proxy
M obike ove”, ETF RFC 5213,August2008
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Mobility Management Solutions

Questions and Discussions
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